Open SSO Documentation

Description

Open SSO is an User Management System with Single Sign On. Easier to manage your user and make
them able to sign-in to all of your applications.

Open SSO was designed for high scalable purpose. Built with Fastify Framework, one of the fastest
JavaScript framework. Open SSO is very small application (only user management system) and
isolated, so this will make you easier to integrate to your current web/application.

Open SSO use denormalise database to achieve high performance speed for read and write also to
make easier for migration to clustered or sharding database. To reduce the request into database, there
is built-in cache using memory as default but easily to swith to redis in the future.

About authentication security, we follow the JWT standard Oauth 2.0 as describe in REC7519 and
REC9068. Very fast performance because everything is stateless.

Documentation

Below here is the full documentation about Open SSO project.
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Get Started

Open SSO is a NodedS application. Make sure you’ve done already to install the NodeJS server on
your server or on your local computer.


https://fastify.io/
https://www.rfc-editor.org/rfc/rfc7519
https://datatracker.ietf.org/doc/html/rfc9068

A. Requirement

Minimum requirement to install Open SSO project:

¢ NodedS min v.16.20.0 - Download NodeJS here.
e Database [Optional]
¢ Redis 3 [Optional]

To make OpenSSO could stable longer,
Here is the recommended stacks:

e NodeJdS 16 or higher
e PostgreSQL Database
e Redis7

Note:

¢ The default database is using SQLite, but you can switch to another database like MariaDB,
MySQL or PostgreSQL for easy monitoring, maintaining and scaling in the future.

¢ The default cache engine is using memory, but you can switch to Redis easily from config file.
Using Redis is optional but it will become required if your application working on container service,
clustered or behind the proxy load balancer.

B. Restore Database [Optional, you can skip this part]

This is optional, Open SSO using SQLite as default and all features works well with it. You need to
setup database if you have a plan to run Open SSO using MariaDB or MySQL database server. You
can skip this if SQLite is enough for you.

1. Install MariaDB or MySQL. You can search how to install this by using Google search engine.
2. Create a New Database, then execute or import the file db.mysql.sql located inside directory

database into your database. See the picture below.
“ OPEN-5S0
|
> K
v #§ database
data_default.sqlite3
data.sql
data.sqlite3
db.mysql.sql

db.sql


https://nodejs.org/dist/v16.20.2

3. Edit config.js like this below

sequelizeOption:

dialect: 'ma
dbname: 'D
username:
password: '
options:
host:
port: '

4. Done.

e |f you having trouble with MariaDB, you can use dialect mysq|l.

e File db.mysql.sql is only works for MariaDB and MySQL only.

e File db.postgre.sql is only works for PostgreSQL only.

e Working with MSSQL should works too, but we don’t create the database structure for it, so you
have to create it by yourself.

C. Build App and Run it

You have to build the app for the first time.

1. Go to the directory path then typing.
npm install

2. Wait until the process complete.
3. Then you can run the app by typing
node server.js

4. Now, Open the url http://localhost:3000.

Note:

e There is no default account, so when you're running this application for the first time, you have
to register a new account to get the admin role.

D. Deploy to Server

If you finished doing from point A to D, now we prepared to deploying to server. In this case, I'll using
cPanel and SQLite database because it's very cheap and easy.


http://localhost:3000

a. Preparation

1. Edit the config.js file, then change this part with your domain or subdomain, in this case I'll using
my subdomain sso.sail-it.id.

2. Then save it.
3. Now select all files then compressed to zip, give it name app.zip.
4. Done.

b. Upload to hosting

1. Go to your cPanel and look for File Manager.
2. Create new folder name app on root.

== /home/sailitid .cagefs
+Mn cagefs .cl.selector
.cl.selector
+M cpanel cpanel
+ @ .cphorde .cphorde
+ 1w .htpasswds
.htpasswds
.razor
+ i .softaculous .razor

.Spamassassin
.subaccounts

.softaculous

.spamassassin

.trash

app .subaccounts
+w domains
i i trash
+ s logs app
*immal domains
+ m public_ftp
+ 8 public_html etc
+ 8 ssl logs
+ i sup-forecasting.sail-it.id :
+8m tmp % mail

+— public_ftp

ri
L]
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public_html



3. Go inside app folder, then click Upload button at top left.
Then you will being redirected to the new page for upload, now choose your zip file and start
upload it.

Select the file you want to upload to “/home/sailitid/app”.
Maximum file size allowed for upload: 417.32 MB
[7] Overwrite existing files

Drop files here to start uploading

or

Select File

app.zip
[ | x
When the upload complete, you can close it page and back to File Manager.
4. Click Reload button then you will see your app.zip file on there.

Now right click on that file, then choose Extract.

A Home 1 Up One Level € Back >F = Reload [ Select A
Name
| app.zip

& Download

@ View

4 Move

@ Copy

| Rename

A Change Permissions

X Delete

# Compress

Just type /app on it, then click Extract Files.

X Extract

Files to extract:
lapplapp.zip

Enter the path you wish to extract the files to (if you enter a directory that does
not exist it will be created, and the archive extracted in the new directory) and
click Extract:

A | /app|

Extract Files Cancell



When the extract successfuly, it will shown like this below

X Extraction Results

Archive: /home/sailitid/app/app.zip
creating: .git/
extracting: .git/COMMIT_EDITMSG
extracting: .git/FETCH_HEAD
extracting: .git/HEAD
creating: .git/branches/
inflating: .git/config
inflating: .git/description
creating: .git/hooks/
inflating: .git/hooks/applypatch-msg.sample
inflating: .git/hooks/commit-msg.sample
inflating: .git/hooks/fsmonitor-watchman.sample
inflating: .git/hooks/post-update.sample
inflating: .git/hooks/pre-applypatch.sample
inflating: .git/hooks/pre-commit.sample
inflating: .git/hooks/pre-merge-commit.sample
inflating: .git/hooks/pre-push.sample
inflating: .git/hooks/pre-rebase.sample

Just click Close and click Reload button again. Then you will see app files already extracted.
A Home 1 UpOnelLevel € Back 2>F & Reload [ Select All
Name
.git
database
lib
models
node_modules
B giignore
B gilab-ciyml
[B appzip
B config.defaultjs

B configjs

5. Done, you can close the File Manager page.

c. Setup NodedS App

Go to your cPanel again.
Look for Setup NodeJdS App then click CREATE APPLICATION button.

@ Node.js

N =



3. Configuration should look like this below, then click CREATE button

WEB APPLICATIONS (%) CREATE APPLICATION CANCEL

Node.js version 14201~
Application mode Development ~
Application root app
Application URL ss0.sail-t.id~
Application startup file serverjs

Passenger log file |

4. Then click Start App, if there is no error, the button will display like this below

WEB APPLICATIONS $SO.SAIL-IT.ID/ cavcer IS

N Enterto the vironment riual environment, run the command: | source /ome/sailitidnodevenv/app/14/bin/activate & cd /home/sailitid/app

Node js M STOP APP ) RESTART

5. Done, now try to visit the website.
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F. Create Admin User

1. Just go to Sign Up page.
2. Fill the form and click Sign Up button.

Register

admin
admin@youdomain.com

| agree the Terms and Conditions

Already have an account? Sign in

3. Done, the first user will get admin user automatically.

Learn more

Open SSO is having many features, if you want to learn more deeply about Open SSO project, please
see:

— Configuration

— Deployment
- API

— Credits
— Changelog

Help

If this documentation didn’t help to your spesific problem, just feel free sending email to
aalfiann@gmail.com.

We always try to update this documentation in the future. If you want to get the faster update, please
check our online documentation.


https://opensso.nanowebdev.eu.org/docs/category/configuration
https://opensso.nanowebdev.eu.org/docs/category/deployment
https://opensso.nanowebdev.eu.org/docs/category/api
https://opensso.nanowebdev.eu.org/docs/references/credits
https://opensso.nanowebdev.eu.org/docs/references/changelog
mailto:aalfiann@gmail.com
https://opensso.nanowebdev.eu.org

